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1
Decision/action requested

It is proposed that SA3 agree on inform CT1 that there is no value in sending a SUCI in response to a hash failure as the network must have already identified the UE for the NAS Security Mode Complete message to be successful. 
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References
[1]
TS 33.501
3
Rationale

Currently TS 33.501 has the UE return the complete Registration Request message in the NAS Security Mode Complete message in the case that the check of the hash fails in the UE (see subclause 6.7.2 of TS 33.501 [1]). Sending the SUCI in this message is clearly not necessary as the verification of NAS Security Mode Complete ensures that the UE has been authenticated and identified by the UE’s SUPI that is associated with the SUCI send in the Registration Request message. 
Also there is nothing specified what the AMF will do with a SUCI that is received in this message. As a SUCI would be relatively long compared to the rest of the message, it would seem to be worthwhile to not send the SUCI in the NAS SMC Complete message. On the other hand, the occurrence of this should be a rare case, i.e. a man-in-the-middle attack is happening and hence the extra data will be rarely sent. As this is not a security decision, i.e. it is really a problem of complexity vs amount of data sent, it is proposed that SA3 send an LS to CT1 to point out this issue and let them decide.

The same arguments as above could be applied to the need to include GUTI, CT1 should be informed of this as well, as it may be the simplest to not include the identity IE at all in the repeated Registration Request.
4
Detailed proposal

It is proposed that SA3 send an LS to CT1 to inform them of the above discussion.
